
 
 

GUILFORD COUNTY SCHOOLS JOB DESCRIPTION  

 

JOB TITLE: DIRECTOR – CYBERSECURITY 

TECHNOLOGY SERVICES DEPARTMENT 

 

 

GENERAL STATEMENT OF JOB  
 

Reporting to the Executive Director, this position ensures high levels of integrity and access of 

Guilford County School System’s confidential and sensitive information, establishing, and 

maintaining security. The role requires a monitoring and identification of flaws in the district’s 

security systems, solutions, and programs while recommending changes that improve the 

district’s overall security posture. The ideal candidate will have extensive IT experience and a 

working knowledge of network and cloud architectures.  

 

 

SPECIFIC DUTIES AND RESPONSIBILITIES 

 

ESSENTIAL JOB FUNCTIONS 

 

Safeguards information system assets by identifying and solving potential and actual security 

problems. 

 

Protects system by defining access privileges, control structures, and resources. 

 

Recognizes problems by identifying abnormalities, reporting violations. 

 

Implements security improvements by assessing current situation; evaluating trends; anticipating 

requirements. 

 

Determines security violations and inefficiencies by conducting periodic audits. 

 

Upgrades system by implementing and maintaining security controls. 

 

Keeps users informed by preparing performance reports; communicating system status. 

 

Maintains quality service by following organization standards. 

 

Maintains technical knowledge by attending educational workshops; reviewing publications. 

 

Contributes to team effort by accomplishing related results as needed. 

 

Draft technical documentation to formalize the deployment standards, installation details, 

processes, and procedures adding to the knowledge base related to deployment configurations. 

 



DIRECTOR – CYBERSECURITY 

GCS 10/2021 2 

Perform regular backup operations and implement appropriate processes for data protection, 

disaster recovery, and failover procedures. 

 

Identifies, validates, and remediates security vulnerabilities using Nessus, Open Vulnerability 

Assessment System (OpenVAS), Metasploit, and other security tools. 

 

Documents security breaches and other cyber security incidents. 

 

Performs initial case triage, gathering additional information, as needed, to determine if the case 

warrants further investigation. 

 

Establishes monitoring cadence to ensure that GCS confidential and sensitive information is not 

shared inappropriately. 

 

Supports governance, risk, and compliance activities, including conducting technical 

assessments, application assessments, contract reviews, and audits. 

 

Assists in creating content for the information security awareness program, including training 

courses, newsletters, articles, videos, and blogs. 

 

Reviews vendors privacy and data security practices as part of the software review process. 

 

Researches and recommends new technology, capabilities, and security enhancements. 

 

Lifts, carries and moves computer equipment as required.  

 

ADDITIONAL JOB FUNCTIONS 

 

Performs other related work as required.  

 

MINIMUM TRAINING AND EXPERIENCE 

 

Successful information security experience; Experience in network and cloud based 

infrastructures; Experience in programming and/or scripting; Knowledge of 

authentication/authorization, access control, vulnerability management, incident response, and IT 

risk management; Experience with information security architecture, technologies, practices, and 

controls; Industry certifications such as CISSP, CISM, CISA,GIAC, CEH, MCSE, CCNA/P; 

Experience with forensics tools and processes; Database experience. 

 

 

SPECIAL REQUIREMENT 

 

 Possession of a valid driver’s license issued by the State of North Carolina and a personal 

vehicle for use during work hours.  
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MINIMUM QUALIFICATIONS OR STANDARDS REQUIRED TO PERFORM 

ESSENTIAL JOB FUNCTIONS  

 

Physical Requirements: Must be physically able to operate a variety of equipment and tools 

including computers, scanners, adding machines, computer software, computer hardware, etc. 

Must be able to exert up to 30 pounds of force occasionally, and/or up to 5 pounds of force 

frequently, and/or a negligible amount of force constantly to move objects. Physical demand 

requirements are in excess of those for Medium Work. 

 

Data Conception: Requires the ability to compare and/or judge the readily observable, 

functional, structural or composite characteristics (whether similar or divergent from obvious 

standards) of data, people or things.  

 

Interpersonal Communication: Requires the ability to speak and/or signal people to convey or 

exchange information. Includes giving instructions, assignments or directions to assistants or 

subordinates.  

 

Language Ability: Requires the ability to read a variety of correspondence, technical manuals, 

newsletters, trade journals, etc. Requires the ability to prepare reports, forms, training materials, 

system documentation, etc. using prescribed formats and conforming to all rules of punctuation, 

grammar, diction, and style. Requires the ability to speak to people with poise, voice control and 

confidence.  

 

Intelligence: Requires the ability to apply principles of logical or scientific thinking to define 

problems, collect data, establish facts, and draw valid conclusions; to interpret an extensive 

variety of technical instructions in mathematical or diagrammatic form; and to deal with several 

abstract and concrete variables. 

 

Verbal Aptitude: Requires the ability to record and deliver information, to explain procedures, 

to give oral and written instructions. Must be able to communicate effectively and efficiently in a 

variety of technical or professional languages including computer terminology.  

 

Numerical Aptitude: Requires the ability to utilize mathematical formulas; to add and subtract; 

multiply and divide; utilize decimals and percentages; understand and apply the theories of 

algebra and geometry.  

 

Form/Spatial Aptitude: Requires the ability to inspect items for proper length, width and shape. 

Motor Coordination: Requires the ability coordinate hands and eyes rapidly and accurately in 

using computer equipment.  

 

Manual Dexterity: Requires the ability to handle a variety of items such as computer 

equipment. Must have minimal levels of eye/hand/foot coordination.  

 

Color Discrimination: Requires the ability to differentiate between colors and shades of color. 

Interpersonal  
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Temperament: Requires the ability to deal with people beyond giving and receiving 

instructions. Must be adaptable to performing under stress and when confronted with persons 

acting under stress.  

 

Physical Communication: Requires the ability to talk and hear: (Talking: expressing or 

exchanging ideas by means of spoken words. Hearing: perceiving nature of sounds by ear.). 

Must be able to communicate via telephone.  

 

KNOWLEDGE, SKILLS AND ABILITIES 

 

General knowledge of software copying rights of the school system.  

 

General knowledge of the techniques used in systems analysis and design.  

 

General knowledge of the current literature, trends and developments in the field of technology 

and networking.  

 

Strong working knowledge of core technologies (including but not limited to): AD, O365, Azure, 

Exchange, WAN/LAN/Wi-Fi, VOIP, Core Networking, Cloud Services, Powershell, Windows 

and Apple OS/iOS.  

 

Working knowledge of virtualization, Hyper-V, or equivalent. 

 

Strong working knowledge with the Google Suite Admin Console. 

 

Experience with scripting and automations tools. 

 

Strong working knowledge with MDM technologies (including but not limited to): Jamf, Google 

Admin Console, InTune. 

 

Strong working knowledge with MIM and Account Provisioning. 

 

Understanding of partner ecosystems and the ability to leverage partner solutions to solve district 

IT needs.  

 

Willingness to work flexible hours, non-business hours, or other scenarios required by the flow 

of operations. 

 

Ability to systematically determine the source of computer problems and take appropriate action.  

 

Ability to perform initial installations or upgrades of computer hardware.  

 

Ability to troubleshoot problems with network hardware and software.  

 

Ability to train users on the use of equipment and various programs.  
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DISCLAIMER 

 

The preceding job description has been designed to indicate the general nature and level of work 

performed by employees within this classification. It is not designed to contain or be interpreted 

as a comprehensive inventory of all duties, responsibilities, and qualifications required of 

employees to this job. 

 


